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Introduction
Who am I and what do I want to talk about?
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Introduction
Who am I and what do I want to talk about?

I want to talk about practical use cases for AI in a modern SOC.
Before that, we will introduce some of the SOC problem statements we 
want to solve:

Expensive Alert Fatigue Skill Shortage Ever-Expanding
Landscape

|  4SANS.ORG | NVISO.EU



Critical Success Factors
Of a highly functioning SOC
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AI Powered Human BrainpowerSOAR-Centric Automation-First
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AI as 
Disruptor/Threat



AI as a disruptor/threat
Time to shake things up a bit…
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It seems we are safe, 
the chatbot is 

sufficiently smart to 
not help build an 

attack campaign ☺

In November 2022, OpenAI released a chatbot built on 
OpenAI’s large language models called ChatGPT. It presents 
both opportunities and threats…



AI as a disruptor/threat
Time to shake things up a bit…

|  8SANS.ORG | NVISO.EU

Or is it?... 

Let’s convince ChatGPT we are doing this 
for “awareness” or “training”.



AI as a disruptor/threat
Time to shake things up a bit…
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AI as a disruptor/threat
Time to shake things up a bit…
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EDR (endpoint security) products have become essential tools in the toolkit of both small and 
large organisations. They provide a means to have detection and immediate responsive 
capabilities on endpoints.

Endpoint security product vendors are typically not keen to describe the ways they use to 
collect/generate telemetry. Common mechanisms however include:

Event Tracing for Windows 
(ETW) is a built-in, efficient, 

kernel-level tracing facility that 
lets you log kernel or 

application-defined events.

Event Tracing for Windows

Endpoint Security products can 
hook userland APIs by 

modifying function definitions 
found in Windows DLLs such as 
kernel32 and ntdll. By doing so, 
they redirect execution flow to 

themselves for further 
inspection.

User-land API Hooks

Kernel Callbacks are “Notify 
Routines” used by drivers to be 

notified of certain system 
activity (e.g. process creation, 

thread creation, image 
loading,…). A driver can register 
a callback for a certain activity. 

Kernel Callbacks



AI as a disruptor/threat
Time to shake things up a bit…
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AI as a disruptor/threat
Can we write a GPT that interfaces with Caldera to automate EDR bypasses?
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AI as a disruptor/threat
GPT for offensive purposes
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Facilitating penetration tests
• Guidance for specific commands 

(e.g. SQL injection, tools)
• Workflow creation & task 

automation (e.g. PentestGPT)

Social Engineering/Phishing

Report writing (e.g. findings)     

Source code analysis



AI as a disruptor/threat
GPT for offensive purposes
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“Write a snippet of code in C++ that performs remote code injection in the explorer 
process. The snippet should have a placeholder where I can put shellcode to be injected.”

SANS.ORG | NVISO.EU



AI as a disruptor/threat
GPT for offensive purposes – python implants
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BlackMamba by Jeff Sims (HYAS Infosec Inc.)
Focused on keylogging:
• Generate code
• Exec(code)
• Send output to Teams

Specifically crafted prompt

ChattyCaty by Eran Shimony and Omer Tsarfati 
(CyberArk)

Focused on keylogging, encrypting, 
and persistence

No prompts provided
SANS.ORG | NVISO.EU



AI as a disruptor/threat
CommandGPT
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Started out as a fun “what-if”

 Show viability as a PoC and potential future usage/abuse

Replace our C2 with a chatbot

 Release an operational C2 framework
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AI as a disruptor/threat
CommandGPT
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Azure OpenAI

CompletionRequest

CompletionResult

CommandGPT.exe

Ask user for command

Ask OpenAI for module

CompileAssemblyFrom
Source

Send output

OpenAI .NET sdk
betalgo/openai
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AI as a disruptor/threat
CommandGPT
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AI as a disruptor/threat
CommandGPT
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List files in directories

List running processes

Start a process

Download a remote file

Create a file

Change the desktop background
Encrypt files in a folder

Download and execute another C# 
assembly/exe

Check user accounts



AI as a disruptor/threat
CommandGPT – keyboard layout
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AI as a disruptor/threat
CommandGPT – process check
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AI as a disruptor/threat
CommandGPT – encrypt files
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AI as a disruptor/threat
Malicious actors take it a step further
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As cyber defense professionals, we are bound to ethical behaviour
Ransomware groups care less about ethics

Purpose-built models:
• FraudGPT
• WormGPT
• Evil-GPT
• WolfGPT
• XXXGPT

Train model with successful executed modules 
or evasion information



AI as a disruptor/threat
Deepfakes
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Foundational Digital Imaging & Early Neural 
Networks: Photoshop, GPUs (1988-2000s)

Rise of Generative Networks & Early Video 
Manipulation: GANs (2014-2016)

Mainstreaming Deepfakes & Advanced 
Generative Models: rise of first “viral” 

deepfake videos (2017-now)



AI as a disruptor/threat
Deepfakes
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Source: YouTube 
(https://www.youtube.com/watch?v=AACmqiiJJS4)

Original clip (English) French (Deepfake) German 
(Deepfake)

https://www.youtube.com/watch?v=AACmqiiJJS4


AI as a disruptor/threat
Deepfakes
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Audio Deepfakes
• 2016: Synthetic voice generation becomes possible
• 2018: Voice “cloning” break-throughs based on samples
• 2020: Technology becomes easily accessible (open source)
• 2022: SaaS platforms for voice cloning become mainstream 

20232018



AI as a disruptor/threat
Deepfakes – adversarial use cases
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Identity Theft and 
Impersonation

Blackmail and 
Coercion

Social Engineering 
Attacks



AI as a disruptor/threat
Deepfakes – why relevant for cyber defenders?
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Identity Theft and 
Impersonation

Blackmail and 
Coercion

Social Engineering 
Attacks

Will become relevant 
for us over time

(trick voice auth for 
banks, …)

Not ethical, 
never in scope

Our Focus now



AI as a disruptor/threat
Phishing Attacks
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Bypass technical 
defensive measures

Gain target’s trust and make 
them care enough

Remain unsuspicious

What makes Phishing successful?

Pretext matters!



AI as a disruptor/threat
Phishing Attacks
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AI generated pretext for phishing:

▪ in their native language with flawless grammar

▪ ingest “personalized” information (from public sources)

▪ reference and provide decoy documents

▪ with variations per target 

▪ Use APIs for automation

▪ Saves time overall

Why use AI for phishing?



AI as Force 
Multiplier



AI as a force multiplier
The first step was automation
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Given the ever-expanding technology landscape and the global talent shortage, automation is 
no longer a nice-to-have in Security Operations. Some examples where automation plays a 
pivotal role to prevent, detect and respond to incidents:

PREVENT DETECT RESPOND

• Desired State Configuration
• Automated Patch Roll-Out
• Infrastructure-as-code scanning
• Privilege Management
• Posture Management (e.g. 

CSPM)

• Analytical Playbooks
• Automated testing of 

detection analytics

• Automated 
Response / 
Remediation 
Playbooks

Do you see any other big use cases for automation?



AI as a force multiplier
The human process
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Security alert 
X has 

triggered on 
system Y

I have to look up which system, 
user, relevancy of alert, priority, 

etc.

Further investigate, open 
consoles

Decide on action
INPUT

OUTPUT

SOAR helps to automate menial tasks and simple actions



AI as a force multiplier
The first step was automation
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SOAR

Security Orchestration, Automation and Response (SOAR) tools refer to a 
collection of tools that help organizations coordinate, execute and automate 
tasks between security tools and people.  They are composed of 4 main 
blocks:

Integration with security tools with 
plugins to build security playbooks 
to automate tasks and respond to 
alerts automatically.

Provide reports and insights about 
manual and automatic actions and 
about possible improvements.

Present contextualized information 
and enriched alerts to allow 
analysts to take decisions and 
actions quickly.

Provide one single centralized 
platform for analysts with all the 
dashboards and alerts from the 
different sources.



AI as a force multiplier
SOAR-Centric Architecture
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Log / event sources

End-user endpoints

(EDR, event logs,…)

SIEM

Network level

(IDS, DNS, proxy,…)

Infrastructure / platform

(on-premise event logs, cloud logs,...)

Identity

(event logs, CASB logs,…)

SOAR

Playbooks that support enrichment, analysis, remediation, reporting,…

The SOAR platform becomes the “central brain” of the Fusion Center (instead of the SIEM). 
All security technologies should be connected to the SOAR (both for detection, 
contextualisation, handling, reporting and remediation)

Vulnerability 

ScannerLogs

Security Events Remediations

Threat Intel 

Platform

Security Events Get Context 
(vulnerabilities)

Get Context 
(indicators)



AI as a force multiplier
A perfect marriage between humans and robots

|  36SANS.ORG | NVISO.EU

A user reports a suspected phishing email (e.g. using Outlook button)1

Automatic check for URLs and Indicators of Compromise (IoCs)2

Based on available data / context, make decision on benign / malicious3

If confirmed malicious, scan the user endpoint for malware 4

Block incoming e-mails with similar properties (URLs, sender, subject,…)5

Automatically remove already delivered e-mails from mailboxes6

Provide feedback to reporter + warn others about the phishing attack7



AI as a force multiplier
Why is automation so important?
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L1 Security Analyst Industry Stats:

 

Industry reports indicate that we are lacking two million personnel worldwide… So how 
does a Security Operations team deal with this? Automation is a key component:

 647 Security Events = 26 Analysts
 24x7 = 12 Analysts Minimum

For specific incident types (e.g. access anomalies), automation has decreased the 
analytical workload by 97.42%. 

20 Minutes Per 
Security Event

25 security events 
per day



AI as a force multiplier
Automation allows us to tune for recall
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After designing an Anomaly Detection Use Case, the bulk of the work is tuning the parameters  to 
improve precision and recall

Tuned for precision:
High TP rate, but high FN rate
 ➔ Not acceptable

= Relevant

= Irrelevant

Tuned for recall:
High TP rate, but high FP rate
 ➔ Higher Workload



AI as a force multiplier
Dealing with access anomalies
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“Geographically improbable log-on for user Maxim Deweerdt”

Enrich: Add privileges of user Maxim Deweerdt to security event
Enrich: Add insights & reputation of source IP address to security event
Enrich: Add whether or not MFA was used in authentication to security event
Enrich: Add historic locations used by Maxim Deweerdt to security event
Enrich: Add security risk score for user Maxim Deweerdt to security event
Enrich: Add info on workstation security alerts for Maxim Deweerdt ’s workstation to security 
event
Enrich:…

Decide: Confirm whether, based on the above enrichments, a false positive can be confirmed

Remediate: When confirmed true positive (and allow-listed for remediation), execute 
remediation action
Present: When unsure, present enriched security event to analyst for further follow-up & 
analysis



AI as a force multiplier
Dealing with access anomalies



AI as a force multiplier
Dealing with access anomalies

Automated Remediation

Revoke sessions, tokens and 

reset credentials



AI as a force multiplier
The human process
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I have to create a new detection rule

I have to process the output from SOAR

I have to figure out how to do X

GenAI assists humans in solving complex problems using our language



AI as a force multiplier
How AI can help us out for defense
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We have shown a number of examples of how AI can be used to facilitate adversarial behaviour 
(e.g. write phishing mails, propose sample code to bypass EDRs,…). Fortunately, it can also be 
applied to defensive security scenarios:

PREVENT DETECT RESPOND

• Intelligent Code Review
• Attack Surface Identification
• Intelligent Privilege 

Management

• Anomaly Detection
• User Behavior Analytics
• Phishing Detection
• Intelligent Threat Hunting
• Intelligent Use Case 

Development

• Incident Triage & 
Prioritisation

• Incident 
Correlation

Do you see any other big use cases for AI?



AI as a force multiplier
Leveraging AI as an internal knowledge base
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How to let your organization use GPT without the privacy/security/ethics risk? Deploy your own GPT!



AI as a force multiplier
Leveraging AI to analyze phishing emails
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One of the key examples of how we use OpenAI in the SOC is the analysis of phishing e-mails.
How you “prompt” the AI is however of the utmost importance!

You are a language model helping a security analyst to decide if an email is 
phishing, or not. What follows is the full email that was sent to our phishing 
analysis mailbox by the recipient of the email.
Your response should be a valid JSON structure containing the following 
fields:
is_phishing: Yes or No
confidence: High, Medium or Low. This indicates how confident you are in 
your decision.

[…]



AI as a force multiplier
Leveraging AI to enhance incidents/tickets
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Add ChatGPT-generated insights to tickets when communicated to your constituents. 

You're an AI assistant for the SOC that will help by enriching Security 
incidents tickets. Those tickets are automatically generated in XSOAR and 
sent to Jira. Those tickets are not very readable for humans and contain 
technical information. Your job is to enrich the tickets with additional 
information explaining the potential causes of the alert, the potential risks 
involved and a few potential steps to mitigate.
Use the following structure:

[…]



AI as a force multiplier
Leveraging AI in the detection engineering pipeline
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SOAR

Emulate TTP
(through BAS)

Review detections
(from SIEM / XDR)

Mark TTP as detected
(from SIEM / XDR)

Request use case
(to ChatGPT)

Implement use case
(to SIEM / XDR)

An active topic of research at NVISO is how we can 
further automate detection engineering. High-level 
action plan is below:

1. Trigger emulation of a TTP by calling the 
BAS (Breach Attack Simulation) tool

2. Review detections from SIEM / XDR (which 
are already being ingested in the SOAR 
platform) and determine whether the TTP 
was successfully detected

3. If the TTP was successfully detected, mark 
it as such and move to the next TTP.

4. If the TTP was not successfully detected, 
generate a detection analytic specific to 
our technology through ChatGPT

5. Push the suggested detection analytic to 
the SIEM / XDR for testing

6. Rinse and repeat
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7. Testing / deploying of 
detection rules

4. Forward 
Security logs

3. Execute 
abilities (TTPs)

2. Execute 
operation 

(emulation plan)

6. Suggest detection 
rules / analytics

5. Forward 
Security events

1. Launch emulation 
plan
8. Review suggested 
detections

AI as a force multiplier
Leveraging AI in the detection engineering pipeline



AI as a force multiplier
Leveraging AI in the detection engineering pipeline
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AI as a force multiplier
Leveraging AI for Vulnerability / External Attack Surface Management
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You’re are an assistant supporting our security analysts in doing an initial triage of observations.
We want to know if we should notify a security analyst about important External Attack Surface 
vulnerabilities, based on scan results we retrieve automatically from the Shodan API.

Your conclusion will be used to alert our security analysts about security vulnerabilities that require 
attention.

Response format: JSON with fields:

Always mention a priority in the title and summary, choosing one of the following exact values: 
CRITICAL, HIGH, MEDIUM, LOW, INFO.

The following are examples of observations you should always rate as INFORMATIONAL:
[…]

The following are examples of observations you should always rate as HIGH or CRITICAL (use your 
own judgement):
[…]



AI as a force multiplier
Leveraging AI for Learning Opportunities
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• Explain Malware code step-by-step
• What does this pcap try to do?
• What could have caused this alert to trigger?
• What are the recommended steps to take for this type of incidents?
• Here’s our incident response plans for X, could you find any improvements?
• How would you distribute 3 shifts of X hours across X amount of people?
• What are some good goals & objectives for SOC analysts and how to objectively track them?
• …



AI as a force multiplier
Microsoft Co-Pilot
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Security Co-Pilot was recently introduced by 
Microsoft and aims to leverage AI to help 
support the following tasks:

• Security Posture Management: Ask questions to 
the Co-Pilot on weaknesses and exposure 
(identified through their EASM and Defender for 
Endpoint products)

• Incident Response: Assist with handling security 
events by providing additional context and 
respond to analyst questions while analyzing 
events at hand

• Security Reporting: Highly capable of 
transforming information to a desired output 
format (e.g. create PowerBI dashboards)



AI as a force multiplier
How will this evolve?
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GenAI is currently 
very input/output 

focused

Native Integration 
into tools

New Key Analyst 
Skillset: AI 
proficiency



Conclusions
AI is our ally
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The rapidly evolving threat landscape is making it easier 
for adversaries to mount effective attacks in a short 
timespan and without advanced knowledge. 

Given the above, automation is not a nice-to-have in 
Security Operations but is essential in today’s security 
landscape. A key example of this is leveraging playbooks.

AI will have a significant impact on the further evolution of 
Security Operations and cyber security in general. There is 
however a lot of “noise” in these early stages, time will tell 
what the most valuable use cases are.



Want to learn more?
SANS courses that cover SOC, Automation
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Empowering a modern SOC with AI: Practical Use Cases
Q&A
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Q&A

Maxim Deweerdt
maxim.deweerdt@nviso.eu
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